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Introduction
In Europe we are now in the third implementation cycle
of the Marine Strategy Framework Directive - MSFD
(2008/56/EC) with the D11 Commission Decision (EU)
2017/848 from 17 May 2017. This prescribes: ,,Introduc-
tion of energy, including underwater noise, is at levels
that do not adversely affect the marine environment.”
For underwater communication (networks) many ISO
IEC Internet of Underwater Things standards like 30140
,,Underwater acoustic sensor network (UWASN) Part
1 - 4”, 30142, 30143, 30171, 30175, 30177, 30183, ...
were ratified in the last decade, all without a con-
crete physical waveform description and all without a
regulation of message immission to receive a good envi-
ronmental status. The goal of silent oceans can only be
reached with bio-friendly / eco-friendly hydroacoustical
implementations. But how can this be defined? What is
eco-friendly? What are verifiable and in situ determin-
able criteria that can be enforced without administrative
overkill? Scientific assistance could help commissions
and standardization working groups like ISO/IEC JTC
1/SC 41 WG 7 to sharpen international standards so
that the administrative burden in the underwater world
remains limited. The community itself can therefore help
to define them so that others do not impose a construct
on it. This article will discuss an initial proposal for the
international work of the ISO/IEC standardization body.

Initial situation
Acoustical underwater communication is the only means
of robust and reliable transportation of digital messages
between manned and unmanned participants in a
network at distances of more than one hundred meters
between the nodes. This type of hydroacoustical access
has already been used by marine mammals and fish
for millions of years, divers and various SONAR appli-
cations for detection and navigation also use the same
frequency ranges. Here is a conflict of interest; flooding
uw-communication networks lead to exponentially
increasing bandwidth jamming, and thus damage to the
oceans natural inhabitants. A compromise is therefore
necessary to ensure lasting balance. This in turn can
only be achieved through technical and administrative
regulations. There is a need to develop a civilian SAFE-
UW IoT (Safe, Acoustically FriEndly UnderWater
Internet of Things).

The Working Group 7 of the ISO/IEC JTC 1/SC 41
Internet of Underwater Things needs a clear standard
proposal with technical metrices to enable the public
authorities to check the specifications and to sanction
operators in the event of violations. The association

Joint Working Group JWG 32 (joins uIoT standard
committee IoT/SC41/WG7 and marine bioacoustics
standard committee ISO/TC43) supports a friendly
approach of acoustic underwater networking.

A friendly underwater communication mechanism should
improve the network service quality under the premise
of achieving a bio/eco-friendly balance which mitigates
danger to others and ideally does not harass marine life
or human divers. But, what do the terms ,,biological-
friendly” or ,,environmental friendly” encompass and
can we check this in-situ on a technical level?

Looking for example to https://scholar.google.de with
the keywords bio friendly underwater communication
and eco friendly underwater communication, there are
many dozens of hits - all articles present technical
descriptions. The span here is very broad: Wei Cheng
et al. [1] introduces a framework of eco-friendly under-
water acoustic communications via utilizing prediction
techniques with the ultimate goal of avoiding interfer-
ence caused by man-made noise to marine mammals.
Ranging up to eco-friendly hardware in the paper
[2]. Here an architecture consisting of a substrate of
densely deployed underwater all-analog biodegradable
sensors that continuously transmit data to the surface
buoys is proposed. However, to this date there is no
overarching and generally recognized technical definition.

We now assume that the hardware will be salvaged,
will not remain in the sea and only the network
operations will be standardized. The following three
kick-off boundary conditions 1-3 are inside JWG 32
under discussion, which were presented individually here.

Proposal ,,bio-friendly” / ,,eco-friendly”
With the vision to allow all varieties of marine life to
thrive while sharing their ocean habitat with a global
underwater internet and communications network, this
proposal should be the starting point for a discussion.
This process should end with the common goal to
develop best-practice guidelines for system architecture
and network protocols to reduce the potential negative
impacts of underwater message signaling. Closely with
representatives from regulatory agencies and standard
committees like the IoT WG7 this starting point discus-
sion should spread to all uIoT stakeholders as widely as
possible.

Main principle: Every modem inside the bio/eco-friendly
acoustical network nodes must additionally implement
JANUS [3, band E] with all EMCON messages (EMission
CONtrol) in user class 13, including the new message
applications 50 + 51, see paragraph 2. An underwater
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Internet of Thing network is defined as eco-friendly if
and only if all three following points are fulfilled. This
following definition can be checked directly in-situ in the
water column:

1. The modem carrier frequencies must be above
20 kHz + ε1 and

2. the transmission time-frequency-product must not
exceed P ≤ 2400 − ε2 per day per transmitting
communication node in the network, with
transmission time t in s and transmission frequency
band B in kHz. The product will be P := t ∗ B
[s ∗ kHz] and

3. the sound exposure level SEL (the acoustical energy)
for the broadband transmission must be limited by
a maximum of ≤ 160 − ε3 dB re 1µPa2 s.

The sound exposure level (SEL) is the integral measure
of energy that takes into account both received level
in different ranges and duration of the transmission
time of one message of the exposure. SEL is a
common metric since it allows sound exposures to be
related to one another in terms of total acoustical energy.

All three points must be fulfilled simultaneously by
the communication nodes inside a SAFE-UW-IoT. The
JANUS-answers (application 51) is not included in the
balancing parameter P , and a node only has to respond
to a maximum of four JANUS requests (application 50)
per day (24 hours) starting 0.00h UTC.

But are these critical demands to achieve a balance of
interests in the world’s oceans? Are these requirements
feasible? Can this proposal also lead to sanctions being
imposed on operators and manufacturers?

1 - Ultra sound carrier frequency
Increasing the carrier frequencies above 20 kHz
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Figure 1: Sound emission of an underwater node with a level
of 160 dB in the English Channel in February, modelled by the
sound propagation tool MOCASSIN. The energy is plotted
as maximum over the depth of the transmitter in a depth of
30m. The message transmissions of the communication node
are in the frequency band B from 4 − 8 kHz.

The frequency-band-increase will increase the acoustical
transmission loss in the water column and this sub-
sequently decreases the transmission area. The figures
are only illustrating the facts; for a more detailed
analysis, please refer to the study group’s reports of the

Joint Working Group JWG 32.

We assume academical conditions in February in the
English Channel with a wind speed of 0 kn, a wave
height of 0m, no ship traffic and no rain inside the
communication band B from 4 − 8kHz with a nearly iso
linear sound velocity standard profile in this illustration
example. A communication node in 30 meter depth is
transmiting messages in the underwater network with
a sound level of 160 dB. The affected area with sound
intensity (blue colored area, maximum over the depth)
above the noise level of 60 dB is arround 6362 km2 in
this academical example.
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Figure 2: Transmission loss of an underwater node in
the English Channel in February, modelled by the sound
propagation tool MOCASSIN inside the communication band
from 4 − 8 kHz in one direction. The mean range is 45 km
with a maximum 100 dB above the noise floor 160 − 100 dB
in a quite environment situation.

The absolute values are not important. In case of sound
channels this area will be greater, with typical ship traffic
in the channel, rain and wind smaller. Important is the
relative ratio to an increase of the carrier frequencies
above 20 kHz. If we assume a shift of the frequency
band B to E, ranging in 24 − 32 kHz, this leads to:
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Figure 3: Sound emission same as in figure 1 the frequency
band E from 24-32 kHz.

The affected space with sound intensity (blue colored
area, maximum over the depth) above the noise
level of 60 dB is in this academical example around
1134 km2 = 18% of the 4 − 8 kHz case. This equals a
reduction with a divider of 5.6 based on the absorption
of sound for higher frequency bands. F.H. Fisher
and V.P.Simmons, JASA 62/3 1977, have fitted the
absorption in seawater as a process of converting acoustic
energy into heat which results in a loss of sound intensity
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to the environment. This has been known for a long
time. Other effects such as the geometrical spreading,
the weather conditions like wave height and wind speed
as multipath propagation affect the sound intensity
compared to the absorption nearly independent of the
frequency of the signal in the water column.
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Figure 4: Transmission loss similar as in figure 3 but now in
the frequency band E from 24 − 32 kHz.

The frequency-band-increase above 20 kHz will decrease
the acoustical transmission loss in the water column to
reduce the affected space. For this reason, a minimum
carrier frequency that is as high as possible is aimed for.
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Figure 5: left: the communication system data rate over the
distance inside band B, 4 − 8 kHz, right: same for band E,
24 − 32 kHz.

The document series of ISO IEC SC41 30140-1, -2, -3,
-4 (Underwater Acoustic Sensor Network (UWASN))
states: ,,1 Architects, developers, and implementers of
UWASN applications shall be aware of the submarine
emergency frequency band, near and below 12 kHz,
and it is recommended to provide a provision for such
submarine emergency band in their UWASN design
and applications.” Here, based on the propagation
attenuation the suggested frequency band is above
20 kHz for eco-friendly underwater communication. All
other UWASN standards are based on ISO IEC 30140.

For EU underwater communication the law states:
dual-use items contained in Annex I to Regulation (EU)
2021/821 (the ,,EU Dual Use List”) 5A001 continued (L
206/271)

b. Telecommunication systems and equipment,
and specially designed components and accessories
therefor, having any of the following characteristics,
functions or features:

1. Being underwater untethered communications
systems having any of the following:

a. An acoustic carrier frequency outside the range
from 20 kHz to 60 kHz;

With a simple frequency spectrum monitoring, anyone
can check whether the rule for the transmission carrier
frequency is being observed. If the band does not match,

anyone can sue the operator.

2 - Limitation of the daily transmitting
time frequency product P
Reducing the transmission time-frequency-product
under 2400 per 24h per transmitting communication
node in the network, reduces the total transfer volume
in the network and the relaying methods inside the
nodes. Simple flooding exceeds these product limits
and thus exponentially quickly exceeds the daily limit.
Therefore, more intelligent algorithms such as corridor-
routing must be implemented to fulfil the P-limitation.
Not every Snap-Chat-message can be transmitted
anymore. For a modulation scheme with B = 4 kHz a
duration of 10 min for the transmission for each node
per day+night is possible, a bandwidth of 200 Hz 3,5
hours are possible. For underwater telegraphy (one tone)
with B = 1Hz this rule offers a permanent transmission.

This concept is not new. In Europe, duty cycles for
radio in-air LORA are regulated by section 4.3.3 of the
ETSI EN300.220-2 V3.2.1 (2018-06) standard. This
standard defines the following subbands and their duty
cycles:

K (863 - 865 MHz): 0.1% N (868.7 - 869.2 MHz): 0.1%
L (865 - 868 MHz): 1% P (869.4 - 869.65 MHz): 10%
M (868 - 868.6 MHz): 1% Q (869.7 - 870 MHz): 1%

This can also realized for an underwater acoustical
network. Every underwater node must be compliant
with the P-regulated duty cycle limits. But how can this
,,Fair-Use-Policy” be monitored?

It is not possible to scan the log files / log data of every
network node in the world, but as with your printer at
home the number of pages you can query are internally
being counted. Similarly JANUS can keep track of the
amount of queries received. You can ask the node about
his counter by taking two transmit times on one day and
monitor inbetween the received data signalling from the
given node. If the time numbers do not match, you can
sue the operator.

For this approach JANUS can help.

EMCON user class 3 / APP 50 & 51
In JANUS [3, page 102] the user class 013 ,,Command
and Control” is an important topic in the hydro
acoustical world to share the medium with SONAR
applications and the marine environment.

With both new messages
<JANUS UserClass="EMCON-Class-13" Application="EcoStatusQuestion=50"> #

<Wakeup type=BIT[1] choice={disable}/>

<Baseline>

<Version type=BIT[4] value2="0100" />

<MobilityFlag type=BIT[1] choice={1=mobile} />

<Schedule type=BIT[1] choice={0=off} />

<TxRxFlag type=BIT[1] choice={1=Tx/Rx} />

<Forwarding type=BIT[1] choice={0=No} />

<ClassUserID type=BIT[8] value10=13 /> # Emission Control

<Application type=BIT[6] value10=50 /> #

<AppDataBlock type=BIT[34]>

<requesterMAC type=BIT[16] value16="A902" /> # last 4 nibbles of the MAC address

<requestSlot10minInWeek type=BIT[10] value10="1023"

<requestedWeekInYear type=BIT[6] value2="101000" />

<requestToday type=BIT[2] value2="10" />

</AppDataBlock>

<CRC type=BIT[8] />

</Baseline>

<Cargo></Cargo>

</JANUS>

Description 1: Similar to the LORA-world everybody can ask in
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one day up to four times and will receive from the nodes in the

neighborhood the P -values.

<JANUS UserClass="EMCON-Class-13" Application="EcoAnswer=51"> #

<Wakeup type=BIT[1] choice={disable}/>

<Baseline>

<Version type=BIT[4] value2="0100" />

<MobilityFlag type=BIT[1] choice={1=mobile} />

<Schedule type=BIT[1] choice={0=off} />

<TxRxFlag type=BIT[1] choice={1=Tx/Rx} />

<Forwarding type=BIT[1] choice={0=No} />

<ClassUserID type=BIT[8] value10=13 /> # Emission Control

<Application type=BIT[6] value10=51 /> # Answer

<AppDataBlock type=BIT[34]>

<ownID type=BIT[4] value2="1101" /> # value, 1,2,3,4...15 = GUWAL ADRESS

<mySlot10minInWeek type=BIT[10] value10="1023" /> # 10 min, 6*24*7=1008, Monday 0.00h UTC

<P type=BIT[12] /> # 0..4095

<QuestionCRC type=BIT[8] value2="10111111" />

</AppDataBlock>

<CRC type=BIT[8] />

</Baseline>

<Cargo></Cargo>

</JANUS>

Description: With message 51 the requester will receive from

the nodes in the neighborhood the P-values for the requested slot.

With an analysis of the spectrum in the time between both P-

measurements tmeasured := t2− t1 every observer can estimate the

energy entry of the nodes. If the value P2 − P1 − Pmeasured < ε,

the system is point-2-eco-friendly.

Up to four JANUS requests have to be answered by the
underwater nodes each day. With this three intervals can
be validated, if the transmitted P-values are correctly
calculated by the manufacturer or the operating unit.
The transmission time-frequency-product P = t · B in
[s kHz] is limited by 2400 per 24h per transmitting
communication node in the network. Higher P-values
over 2400 or wrong calculations can be sanctioned.

3 - Source level limitation
Based on the ISO Terminology [7] the sound pressure
exposure level SEL is defined in 3.2.1.5 as ten times
the logarithm to the base 10 of the ratio of the time-
integrated squared sound pressure to the specified
squared reference value in decibels. The SEL is a
convenient metric for characterization of broadband
signals with different modulation schemes. However,
the source level limitation must not depend on the type
of modulation, the efficency or the bandwidth of the
waveform, to achieve openness to technology. Narrow
band transmissions like the underwater telegraphy have
a long transmission time. The integral in 3.2.1.5 thus
grows over the 24 hours. There is no scaling to the
transmission time in the formula 3.2.1.5. Narrow band
transmissions are penalized, broad band transmission
differs with an additional term 10 log10(B). (examples:
36 dB for B=4 kHz, 39 dB for B=8 kHz). Decreasing
the sound exposure level SEL, like as is well known
with spread spectrum methods that smear the energy
in frequency and time to decrease the transmission
space to ≤ 160 dB re 1µPa2 s for all B, this helps the
environment. Under 3.2.1.1 the mean-square sound
pressure level SPL is defined. By measuring the distance
with JANUS everybody can estimate the received
SPL. US Navy tests using recreational divers indicated
that the maximum acceptable sound pressure level for
600 − 2500Hz is 154 dB. In [5] the sound pressure
level SPL for NATO diver from 125Hz − 25 kHz is
restricted to 160 − 167 dB. The received SPL/SEL of a
single transmission at the place of the inspector plus the
estimation of the transmission loss (similar to figure 2

and 4) then provides the acoustical energy at the place
of the communication node. If the SEL do not match,
you can sue the operator.

Discussion
Is it fair to make this claim about wave modulation inside
the underwater modems? The main criticism is, that the
points 1-3 are undoubtedly good approaches to making
the system more ,,eco-friendly”, but they do not define
,,eco-friendly”, which should mean ,,minimal impact on
marine life”. No acoustical transmission (SPL = 0)
inside the underwater IoT is ,,eco-friendly”. But where
is the limitation, when it is the status switched to ,,not
eco-friendly”? Here we have a non-binary situation.
The future has to evaluate this iteratively, starting with
(ε1, ε2, ε3) = (0, 0, 0).

Outlook
A lot of civilian standardization activities [8] are
ongoing. In documents like ISO/IEC JTC 1/SC 41
N0894 or derivations like [9, Table 1] it is proposed that
the frequency band from 3 to 70 kHz be fully utilized for
the underwater commuication, which is not acceptable.

Mitigation is the key step for developing SAFE-UW
IoT, introducing best practice guidelines and standards
to reduce the exposure to marine habitats. This step
benefits from detailed knowledge of the mechanisms of
how the exposure leads to negative effects (i.e. duty
cycle or sound level), as well as how detailed uIoT
standards will influence data signalling levels. The
civilian standards have an influence on the products
produced by the manufacturers and thus also on
the operational application at sea. Therefore, these
standards inevitably also lead to quieter or louder oceans.
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